Abstract
Introduction
With the prevalence of computer technology, network has become the main tool for information transfer. The advantages of networks are as follows: the independence of geometrical location, no time and space constraint and low-cost consumer market. Nevertheless, networks is also a double-edged sword, while we take full advantage of network for information transfer, it exposes personal privacy to interference and threats such as information steal, copy or even corruption. Consequently, the security problem of transfer for digital information in internet and wireless communication network has become a hot issue in research community [1] [2] [3] [4] . Conventional cryptosystem is categorized into key cryptosystem and double key cryptosystem; the most typical algorithms are DES, IDEA, RSA and ELGamal etc. However, these algorithms are proposed on the basis of complex mathematic problems, and they are mainly used for text information encryption [3] [4] , but not suitable for multimedia like image and video due to some intrinsic features of them such as bulk data capacity and high redundancy. Now that the property of chaotic nonlinear dynamics [5] [6] [7] , e.g., non-periodic, sensitivity to system parameters and initial conditions, ergodic property, random-like, so chaos is very beneficial to secure communications. Therefore, researchers have become interested in the application of chaos in cryptology, and further proposed many chaos-based image encryption schemes [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] .
According to the two basic principles used for encryption [8] : diffusion and confusion, one should take full advantage of the characteristics of chaotic nonlinear dynamics to implement the diffusion and confusion of cryptosystem composed of high security performance. These chaos-based cryptosystems are either based on continuous chaotic systems or discrete ones. Recently, the research of pseudo random sequence generator and its application for 1D chaotic system have gained lots of achievements. However, owing to the simple structure, these cryptosystems can be easily decoded by such methods as phase space reconstruction, regression image or nonlinear prediction. Along with the appearance of multivariable network and high-dimensional digital image processing technology, the cryptosystems usually involve high-dimensional chaotic systems [9] [10] , multi-chaos systems [11] and 2D space model [12] and other non-linear dynamics problems. Inspired by them, many high-dimensional chaosbased image encryption algorithms and even hyper-chaos-based ones have been put forward. However, these methods have exposed some inner flaws, and been demonstrated insecurity [14] [15] [16] .
In order to overcome the flaws mentioned above and promote the security of cryptosystem, the space chaos is applied to image encryption due to its superior non-linear dynamics feature [16] [17] [18] [19] [20] . It is a high-dimensional dynamic system based on a two-binary non-linear function [17] , and demonstrates the non-linear dynamics space action between time and space. Coupled map lattice (CML) is frequently utilized to construct the basic model of the space chaotic system. Wang, [14] etc. have proved that systems constructed by CML are more complex than the ones generated by a single map. By far, there have been many academic achievements about space chaos theory, such as spatial Lyapunov exponent, space period orbits, spatial-chaos synchronization [17] [18] [19] [20] [21] [22] [23] [24] , and so on. Besides, the pseudorandom sequence generated from spatial chaos is done with a statistical test through FIPS-140-1, and confirmed to have good cryptography characteristics [27] . Therefore, in this paper we propose a novel spatial-chaos-based self-adapting image encryption scheme. Firstly, to obtain corresponding scrambling image, the spatial location of pixels of a revised digital image is shuffled by using extended 2D cat map. Then, a two-dimensional pseudo-random sequence is generated from the spatial-chaos system by using Logistic map as its nonlinear function, and converted to a matrix whose size is the same as the scrambling image. Besides, the scrambling image is done with a certain adaptive processing. Finally, it is exploited to do XOR and module operation in the purpose of diffusion of the pixel gray value. Theoretical analysis and experimental results demonstrate that the proposed scheme has large key space, high security and speed of operation, etc. In addition, the distribution of gray value of the cipher image has random behavior.
2D Logistic spatial chaos system
According to the essential model of CML, a difference equation of two-dimensional discrete system in the space is as follows:
is a two-binary nonlinear function, n m x , is the spatial state of the system,  is a real constant and  is positive parameter. The 1D Logistic is as follows:
, and Eq. (1) becomes Eq.(4),
A two-dimensional Logistic system can be seen in the space. Studies have confirmed that it would appear a chaotic behavior when 
respectively. Through the numerical simulation, we can gain the chaotic behavior in 100 timesteps iterative, demonstrated in Fig.1 . 
Encryption algorithm
The overall architecture of the proposed cryptosystem is a permutation-diffusion mechanism. In the permutation process, a generalized Arnold map is utilized to shuffle the geometric positions of the image pixel; in the diffusion process, an ergodic matrix generated from the spatial chaos above is sequentially employed to alter each pixel value. The two processes will be detailedly introduced in the following.
Permutation process
2D generalized Arnold map is described as follows. 
Suppose if the size of plain-image I is N M  , the plain-image is firstly divided into two parts with the same size 2 / N M  by the vertical direction. Then we calculate average gray values of the left part l g and the right part r g , respectively, and set
When N M  , we copy the first row of plain-image to the (M+1)th row, the second row to (M+2)th row, one by one, till N M  , and vice versa. Therefore, we can acquire a square image II . Finally, the simplified generalized Arnold map is applied to alter the pixel positions of the square image II , and we can get a scrambling image I . The detailed operation is shown in the following. 
Diffusion process
According to Golomb's three postulates for pseudo-random sequence, ideal chaotic sequences should have such statistical characteristics as follows: Its average value is zero, the auto-correlation is delta function, and the mutual correlation is zero. The auto-correlation and the mutual correlation property are plotted in Fig.2 , respectively. It is easy to see that their correlation characteristics are ideal from Figs.2 (a) and Fig.2 (b) . Here, Exclusive OR and Mod operations are utilized to change pixel values. On the one hand, the substitution-diffusion can effectively compensate for the degradation problem in the iteration process; on the other hand, it can greatly reduce the correlation between the plain-image and cipher-image, and resist known plaintext attack and chosen-plaintext attack.
Firstly, the scrambling image I , introduced in the section 2. I to obtain the self-adapting processing image I I  from top to bottom, and further to execute the operation for I I  in the following. 
Where x , is the iterative value of corresponding spatial chaotic system. In addition, Q is the gray level of the digital image. The operation of the inverse process is shown as follow.
Experiment process and results
Here, we choose the plain-image 'Barbara' with the size of 484×393 to do the experiment, and the detailed process is described as follow.
Step 1: Divide the plain-image I into two parts considering the 197-th as the boundary, and calculate the corresponding average gray values l g and r g . Set
. Starting from the first column, fill the odd columns into the latter difference columns, one by one, and then get a square with 484×484, noted image II . Transform the image II in the space location according to the formula (7), and get the scrambling image I , where the number of times for transformation is T;
Step 2: According to the section 2.2, do the self-adapting process for the scrambling image I to gain image I I  . Setting 69 In addition, we choose the plain-image 'Lena' with the size of 256×256 to do the experiment. Differring from the image above, the plain-image 'Lena' has the same width as the height, so there is no need to fill the original image. The experiment results are shown in Fig.4 , respectively. Then we get two error decryption results and corresponding difference image as shown in Fig.5 . It can be seen the proposed encryption algorithm has enough large key space so that it can resist exhaustive attack. 
Statistical analysis
The statistical property of digital image is mainly reflected in its histogram and correlation among adjacent pixels. Therefore, we test the statistical security from these two aspects. Firstly, we get the histogram of the plain-image 'Barbara' and that of cipher-image, respectively, as shown in Fig.6 . From the Fig.6 , it can be easily seen that the histogram of encrypted image is fairly uniform and is significantly different from that of the plain-image, that is, it strongly reduces the correlation and redundancy rate among pixels. Then, in order to test the correlation among pixels, we randomly select 10000 pairs of two adjacent image pixels in three directions, and plot the corresponding distributions. The results of horizontal direction are shown in Fig.7 . Finally, we calculate the correlation coefficients of each pair using the following four
, where x and y are gray-scale value of two adjacent pixels in the image, repectively. The results are shown in Table 1 . From the Table 1 , it can be seen the proposed algorithm satisfies zero-correlation, and has a high security level. 
Differential attack
If a tiny change in the plain-image can cause a significant difference in the cipher-image, differential attack would become ineffective. Number of pixels change rate (NPCR) and unified average changing intensity (UACI) are usually used to measure this capability quantitatively, which are defined as follow. (11) Where M and N are the width and height of the cipher-image, ) , ( 
The values of the quantitative measures (NPCR) and unified average changing intensity (UACI) are calculated to equal to 84.694% and 21.427%, respectively. Simulation results show that the encryption scheme can effectively resist differential attack.
Comparison with other algorithms
To test the statistical performance of the proposed method, we compare it with the methods suggested by references [9, 10, 13, 26, 28] . Firstly, the corresponding data from them are tabulated in Table2. In view of the convenience of comparison, the statistics results of our method are also tabulated in Table 2 . These results show that all these methods have an ideal diffusion and so can resist statistical attacks. Among these methods, our scheme is extremely related to the imformation of the plain-image, so it presents a better confusion to some extent. In addition, compared with Ref. [9] for the differential attack, from the Table 3 , it can be seen that our algorithm possesses a high security. Therefore, we conclude that the method proposed is efficient and secure. 
Conclusions
In order to improve the security of digital image transmission process, and accelerate the rate of information transfer, a novel spatial-chaos-based self-adapting image encryption scheme is proposed in this paper. In the permutation process, the spatial location of pixels of a revised digital image is scrambled and shuffled by using extended 2D cat map, and we obtain corresponding scrambling image. In the diffusion process, two-dimensional pseudo-random sequence is generated from the spatial-chaos system and converted to a matrix whose size is the same as the scrambling image, by using Logistic map as its nonlinear function. Besides, the scrambling image is done with a certain adaptive process. Finally, it is exploited to do XOR and module operation in the purpose of confusing of pixel gray value. Theoretical analysis and experimental results demonstrate that the proposed scheme has large key space, high security and speed of operation, etc. In addition, it can increase the processing speed to some extend thanks to the same two-dimensional storage structure between the digital image and spatial-chaos system.
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